KEW GREEN NURSERY SAFEGUARDING POLICY - E-SAFETY
Early Years Foundation Stage (2025) requirements - 3.5 and 3.6
Introduction

This policy should be read alongside the other components of the nursery’s Safeguarding
Children policies and procedures. In this policy, the term ‘e-safety’ covers issues relating to
children and their safe use of the internet, mobile phones, and other electronic
communication technologies members of the school community on risks and
responsibilities and is part of the ‘duty of care’ which applies to everyone working with
children. with recording and imaging functions, both in and out of nursery. It includes
education for all members of the school community on risks and responsibilities and is
part of the ‘duty of care’ which applies to everyone working with children.

This e-safety policy sets out how Kew Green Nursery plans to develop and establish its e-
safety approach and to identify core principles, which all members of the nursery
community need to be aware of and understand. To support this policy, see the Prep
school’s policy in the appendix.

Roles and Responsibilities

E-Safety Officer

All e-safety incidents should be reported to the nursery’s E-Safety Officer who is Mikhaela
Vranesic (Deputy Designated Safeguarding Lead).

The E-Safety Officer is responsible for:

e dealing with e-safety incidents in their joint capacity as E-Safety Officer and Deputy
Designated Safeguarding Lead (DDSL) in accordance with the nursery's
Safeguarding Policy

e ensuring that staff are aware of the procedures that need to be followed in the
event of an e-safety incident taking place

e in conjunction with the Head of Computing at KGPS, arranging for training and
advice to be provided for staff in liaison with the Head of Personal, Social, Health
and Economic Education (PSHEE);

e liaising with GSG IT staff / the local authority where necessary

e maintaining a log of e-safety incidents to identify potential patterns of behaviour,
to determine if any changes to this policy are required and to inform future e-safety
developments

e meeting with the Director with responsibility for e-safety to discuss current issues,
review incident logs and filtering

e reporting to the Head of Nursery and Reception all serious e-safety incidents



as part of the role of Deputy Designated Safeguarding Lead, to follow up any
safeguarding issues that may arise from:

- accesstoillegal or inappropriate materials
- inappropriate online contact with adults / strangers
- potential or actual incidents of grooming.

Head of Nursery and Reception

Should a serious e-safety incident take place, the E-Safety Officer will inform the
Head of Nursery and Reception who will investigate all incidents.

The Head of Nursery and Reception has a duty of care for ensuring the safety of
members of the nursery community, although the day-to-day responsibility for e-
safety will be delegated to the E-Safety Officer.

Data and Systems Manager - Hitesh Bhojani

The Data and Systems Manager is responsible for ensuring that:

only authorised users may access the networks and devices

investigations into any e-safety incident in accordance with this policy are reported
to the E-Safety Officer (see ‘Responding to Incidents of Misuse’ below)

they keep up-to-date with e-safety technical information in order to effectively carry
out their e-safety role and to inform and update others as relevant

the use of the nursery’s network and devices is logged, and records can be
provided and searched on request to ensure compliance with all the Acceptable
Use Policies in order that any misuse / attempted misuse can be reported to the E-
Safety Officer for investigation

the nursery’s antivirus system definitions and web filter categories are updated
automatically.

Nursery staff

Nursery staff are responsible for ensuring that:

they have an up-to-date awareness of e-safety matters and of the nursery’s e-safety
policy and practices

they report any suspected misuse or problem to the E-Safety Officer for
investigation

all digital communications by staff should be on a professional level and only
carried out using official school systems

they monitor the use of mobile devices, cameras and other wearable technology
throughout all sessions and activities in the nursery



e where internet use is pre-planned, children use sites which are checked as suitable
for their use and any filtering issues such as any unsuitable material that is found in
internet

e any online material has been pre-checked, as far as practicable, before sharing
with children. Websites, links, videos and audio should be high-quality and from
reputable sources.

Parents and Visitors

The nursery will take every opportunity to help parents understand these issues through
parents’ information evenings, newsletters, letters and information about national/local e-
safety campaigns/literature. Parents will be encouraged to support the nursery in
promoting good e-safety practice and to follow guidelines on the appropriate use of
digital and video images taken at nursery events as set out in the nursery's policy on
Mobile Devices.

Internet access

Children never have unsupervised access to any devices which offer access to the
internet.

The Head of Nursery and Reception ensures that risk assessments in relation to e-safety
are completed.

Only reputable sites with a focus on early learning are used (e.g. CBeebies).

Video sharing sites such as YouTube are not accessed due to the risk of inappropriate
content.

Personal mobile phones - staff and visitors (includes internet enabled devices)

e Personal mobile phones and internet enabled devices are not used by staff during
working hours. This does not include breaks where personal mobiles may be used
off the premises or in a safe place e.g. staff room/main office area

e Personal mobile phones are stored in a red safety box in the main office

o Staff ensure that contact details of the setting are known to family and people who
may need to contact them in an emergency

o Staff do not take their mobile phones on outings
e Members of staff do not use personal equipment to take photographs of children

e Parents and visitors do not use their mobile phones on the premises. There is an
exception if a visitor's company/organisation operates a policy that requires
contact with their office periodically throughout the day. In this event, visitors will
be advised of a private space away from children where they can use their mobile
phone.



Cameras and videos

Members of staff do not bring their own cameras or recording devices to the
nursery.

Photographs/recordings of children are only taken using devices belonging to the
nursery for valid reasons and with consent from parents, e.g., to record learning
and development, or for displays

Camera use and digital recording is monitored by the Head of Nursery and
Reception.

Where parents request permission to photograph or record their own children at

special events, general permission is first gained from all parents for their children
to be included. Parents are told they do not have a right to photograph or upload
photos of anyone else’s children.

Photographs/recordings of children are only made if relevant permissions are in
place.

If photographs are used for publicity, parental consent is gained, and safeguarding
risks minimised.

Use of social media

Staff are expected to:

understand how to manage their security settings to ensure that their information
is only available to people they choose to share information wit

ensure the organisation is not negatively affected by their actions and they do not
name the nursery or identify it, or any children, staff or families in any way in any
published posts or responses

are aware that comments or photographs online may be accessible to anyone and
should use their judgement before posting

are aware that images, such as those on Snapshot may still be accessed by others
and a permanent record of them made, for example, by taking a screen shot of the
image with a mobile phone

observe confidentiality and refrain from discussing any issues relating to work
not share information they would not want children, parents or colleagues to view

set privacy settings to personal social networking and restrict those who are able to
access

not accept parents as ‘friends’ or followers as it is a breach of professional conduct

report any concerns or breaches to the Head of Nursery and Reception



not engage in personal communication, including on social networking sites, with
parents with whom they act in a professional capacity. There may be occasions
when staff members are linked personally to individual families prior to the child
coming to the nursery. In this case, information is shared with the Head of Nursery
and Reception and a risk assessment and agreement in relation to boundaries are
agreed.

Use/distribution of inappropriate images

Staff are aware that it is an offence to distribute indecent images and that it is an
offence to groom children online. In the event of a concern that a colleague is
behaving inappropriately, staff advise the DSL who follows procedures set out in
the Safeguarding Policy under ‘Allegations against staff, volunteers or agency
staff’. In this case, the DSL will report the incident to the Local Authority Designated
Officer (LADO).

Responding to incidents of misuse

Reports of misuse may come from staff, parents or outside the nursery community.
However the incident is reported or discovered, the course of action is dependent on
whether there is any suspicion that the misuse is in any way illegal.

lllegal Incidents

All

concerns, allegations, complaints or suspicions that access has been attempted to

any website or materials are found on any electronic device containing the following
must be reported to the Head of Nursery and Reception or E-Safety Officer
immediately:

Al

criminally racist material

statements or information intended to radicalize people or incite terrorist activities
incidents of online ‘grooming’ behaviour

material that breaches the Obscene Publications Act

indecent or explicit images of children, including sexting

any other suspected illegal activity.

concerns, allegations, complaints or suspicions about:

the Head of Nursery and Reception should be reported to the Director with
responsibility for Safeguarding (Theo Brehony)

the E-Safety Officer should be reported to the Head of Nursery and Reception



e the Director with responsibility for Safeguarding should be made to the LADO (see
Safeguarding Policy for contact details for the LADO).

For any substantial safeguarding concerns of a potentially illegal nature the E-Safety
Officer as DDSL will immediately act in accordance with the nursery’s Safeguarding Policy
and report the concerns to the LADO.

If anyone is concerned about any IT illegal activity of a member of staff, child or parent
(such as copyright theft, fraud, or unlicensed software), they should report this to the E-
Safety Officer who will inform the Head of Nursery and Reception and also the Data and
Systems Manager who will in turn investigate using activity logs.

If a member of staff is concerned that issues raised are still not being addressed, they
should raise these in accordance with the nursery’s Whistleblowing Policy and Procedure.

Other Incidents

It is hoped that all members of the nursery community will be responsible users of digital
technologies, who understand and follow nursery policy. However, there may be times
when infringements of the policy could take place, through careless or irresponsible or,
very rarely, through deliberate misuse of IT equipment or services.

Reports by members of staff of e-safety incidents which do not raise safeguarding
concerns or appear to suggest illegal activity should be reported in the first instance to
the E-Safety Officer.

Misuse of IT equipment or services by members of staff, children or visitors should be
reported to the E-Safety Officer.

Misuse detected by the Data and Systems Manager will be investigated on discovery and
then referred to the E-Safety Officer.

If any such misuse has caused, or is suspected to have caused, a data breach, this should
be reported to the Data and Systems Manager who will investigate in line with the
nursery's Privacy Policy.

This policy was written by the Head of Nursery and Reception and has been agreed by
the Board of Directors and made available to parents on the website

Latest review: January 2025 By: Rowena Heaton [Head of Nursery and
Reception

Next review September 2026 By: Rowena Heaton [Head of Nursery and
Reception




